ABSTRACT Power line communication (PLC) has enabled many smart grid applications and functionalities over the past few years. Secure communications over such links however remain a crucial aspect for further development. Due to their shared nature, akin to wireless, PLC channels can benefit from many wirelesstype security techniques, including physical layer security. To this end, and in contrast to existing studies, which focus on non-cooperative PLC systems, this paper considers the application of physical layer security in cooperative PLC networks in the presence of passive eavesdropping. We analyze the performance of such systems using log-normal correlated channel models considering background and impulsive noise components. Furthermore, the impact of PLC/wireless coding diversity on the system secrecy capacity is evaluated. The results include accurate mathematical expressions for providing an insight into the secrecy capacity and outage probability performance of such systems under various network scenarios.
I. INTRODUCTION
The rising demand for electricity, in both the domestic and industrial sectors, coupled with the need to enhance power efficiency and control made it necessary to modernize the aging electricity grid. This is commonly accomplished using power line communication (PLC), which is often preferred over the other alternatives, such as WiFi, fiber optics, because PLC exploits existing power cables and hence can be efficiently deployed. In general, PLC is divided into narrowband (NB) and broad-band (BB) systems with frequency bands of 500 KHz and above 2 MHz, respectively [1] , [2] . The former remains the main enabler of numerous smart grid applications and hence it will be the main focus of this paper.
Although it can be argued that PLC channels pose a more hostile medium, compared to the wireless counterparts, due to several inherent impairments, such as, impedance mismatching and non-Gaussian noise, the two channels have many similarities such as frequency selective fading and path loss. Moreover, the broadcast nature of these links allows different users to share the same channel, hence confidential messages become susceptible to eavesdropping [3] , [4] . Such commonalities have encouraged researchers in the PLC community to build on many wireless-based advances for PLC systems including multiple-input multipleoutput (MIMO) schemes [5] , [6] , MAC protocols, cryptography [7] , as well as relaying and cooperative techniques, [8] - [11] . For instance, distributed space-time coding, as well as decode and forward relaying over PLC channels were studied in [12] and [13] . Also, cooperative multi-hop transmission has been applied for PLC in [14] and [15] . Recently, physical layer security techniques, have also been considered for PLC. The physical layer security is primarily characterized by the secrecy capacity metric, which is defined as the maximum transmission rate that can be achieved without leaking information to an eavesdropper [16] , [17] . The authors in [18] and [19] considered physical layer security for a single-input single-output PLC system and compared its performance with the wireless counterpart. Motivated by this, the authors of [20] were the first to extend such idea to MIMO PLC networks and managed to demonstrate that multi-conductor PLC networks can be manipulated to provide more secure communications in comparison to the single-conductor case. In addition, in order to enhance the system security cooperative jamming technique has been widely considered in wireless communications. In [21] , several cooperation strategies have been proposed and the corresponding achievable performance bounds were derived; in this work the novel noise-forwarding (NF) strategy was proposed, where the relay node sends codewords independent of the source message to confuse the eavesdropper. Different relaying schemes were studied in [22] and [23] to maximize the secrecy capacity, while minimizing the total transmit power. The authors in [24] , exploited physical layer security to provide secure cooperative communication for wireless networks, where security enhancement was achieved by cooperative relaying and cooperative jamming.
To the best of our knowledge, no existing work has considered physical layer security in cooperative PLC systems. Thus, in this paper we focus on investigating the performance of PLC physical layer security with amplifyand-forward (AF) relaying and cooperative jamming over correlated channels and provide accurate results in terms of the average secrecy capacity and outage probability. To seek further security improvements, we extend this work by exploring the impact of joint PLC/wireless coding diversity. The results are based on the assumption that PLC channels have Log-normal distribution as concluded in [19] and [25] , and the noise is characterized with a two-term Gaussian noise model in which impulsive noise is modeled as a BernoulliGaussian random process [26] - [28] .
In summary, the contribution of this paper is threefold. First, we analyze the average secrecy capacity for cooperative PLC systems, with AF relaying protocol and cooperative jamming technique. Then, we derive an analytical expression for the corresponding secrecy outage probability. Finally, joint PLC/wireless coding diversity gain is analyzed in terms of the secrecy capacity metric. Monte Carlo simulations are included to verify the analysis.
The results reveal that the secrecy performance in the considered system is highly dependent on the jamming power level and relay gain. It is also found that the system security deteriorates when the correlation between the eavesdropper channels degrades. It is also shown that PLC/wireless diversity significantly improves the average secrecy capacity of the considered cooperative PLC system. The rest of this paper is organized as follows. In Section II we describe the system model under consideration. Section III analyzes the average secrecy capacities at both the legitimate destination and eavesdropper nodes. The corresponding secrecy outage probability is evaluated in Section IV and Section V is dedicated to study the secrecy capacity of the PLC/wireless coding diversity. Numerical and simulation results are presented and discussed in Section VI. Finally, Section VII summarizes the paper and outlines the main conclusions. Fig. 1 depicts the system model considered in this study which consists of one source, one AF relay node and one destination node. Also, one illegitimate receiver node is assumed to eavesdrop the confidential messages from the relay-todestination link. The source-to-relay, relay-to-destination, destination-to-relay and relay-to-eavesdropper channels are represented by the channel coefficients h sr , h rd , h dr and h re , respectively, all of which are modeled as correlated log-normal random variables [25] . As mentioned in the introduction, the noise signal consists of background and impulsive noise modeled by the two-component mixtureGaussian noise model. In this model, the background component is considered complex Gaussian whereas the impulsive part is modeled as a Bernoulli-Gaussian random process [28] . Therefore, the additive noise samples at node m can be written as [29] n pl m = n g m + n i m ,
II. SYSTEM MODEL
where m {r, d, e}, n pl m is the total noise component at node m, n g m is the additive white Gaussian noise (AWGN) at node m with zero mean and variance σ 2 gm , n im = b m A m where A m is complex white Gaussian noise at node m with mean zero and variance σ 2 im , and b m is the Bernoulli process with parameter p m and its probability mass function is given by
where p m denotes the impulsive noise probability of occurrence at node m. The variances σ 2 gm and σ 2 im denote the background and impulsive noise power which basically define the input signal-to-noise ratio (SNR) and signal-to-impulsive noise ratio (SINR) as SNR = 10 log 10 1/σ 2 gm and SINR = 10 log 10 1/σ 2 im , respectively. This system model with independent log-normal channels and only Gaussian noise is considered in our previous work [30] .
The overall secure source-to-destination transmission is accomplished over two phases referred to as phase I and phase II. During phase I, the source transmits its signal to the relay while the legitimate receiver transmits the artificial noise signal. In phase II, the relay combines and amplifies the two received signals and forwards it to the destination. Since the legitimate receiver has perfect knowledge of the artificial 13910 VOLUME 5, 2017
noise, this noise can be removed at the legitimate receiver but not at the eavesdropper node. To elaborate, the received signal at the relay, at a given frequency, in the first phase can be expressed as
where P s is the transmitted source power, A (d 1 , f ) is the the power line attenuation, s is the information signal normalized as E |s| 2 = 1, P n is the artificial noise power, n is the artificial noise signal E |n| 2 = 1, and n r is the noise at the relay with variance σ 2 r . In phase II, the received signal at the destination node at a given frequency can be written as
where n d is the noise at the destination with variance σ 2 d and G is the relay gain which can be considered either constant or variable as a function of the network channel coefficients. For simplicity, however, in this paper we assume a constant relay gain as given by (5), shown at the top of this page, where |.| is the absolute value operator [31] . In this paper we assume that the destination has full state information of the main channel. Therefore, the second term in (4) can be removed and hence y d can now be simplified as
wheren d = n d + n rs and n rs is the residual artificial noise resulting from imperfect cancellation of the artificial noise part at the destination, with variance σ 2 rs . Similarly, the received signal at the eavesdropper end in phase II at a given frequency can be written as
where n e is the noise at the eavesdropper with variance σ 2 e . From (6) and (7), after some algebraic manipulations, we can write the SNR at the destination and eavesdropper nodes, respectively, as in (8) and (9), shown at the top of this page.
III. AVERAGE SECRECY CAPACITY
It is known that the secrecy capacity, C s , is given by the maximum difference between the mutual information of the main and eavesdropper channels as follows [32] , [33] . Assuming that the channel state information is unknown at the transmitter, the average secrecy capacity in this case can be obtained as [33, p. 4692 ] [34, eq. (4)],
where
and C e are the destination and eavesdropper capacities, respectively. Full derivation of the average secrecy capacity expressions in different scenarios are provided in [32] and [33] .
In order to simplify the analysis of the average secrecy capacity over the impulsive noise PLC channel, we consider the upper bound under the assumption that full knowledge of the noise state is available at the nodes. In this case with direct source to destination transmission, the channel capacity (in bits/sec/Hz) can be expressed by [30, eq. (35) ] and [35] - [38] 
where From this definition, it is clear that for one hop relay system, the capacity can be written as a sum of four terms as
where 
The capacity in (12) can also be written as
The factor 1 2 is due to the fact that two time slots are required for transmitter-to-receiver data transmission. Now, in order to find the average secrecy capacityC s , we need to calculate the average destination capacityC d and the average eavesdropper capacityC e .
A. AVERAGE DESTINATION CAPACITY
To find the average capacity at the destination, it is more convenient to rewrite γ d in (8) as
Hence from (13) , the capacity at the destination C d can now be expressed as
Lemma 1: It is found in [39] that for any u, v > 0
the moment generating function (MGF) of v and M v,u (z) is the MGF of (v + u).
Using the definition in (16) , and since X and W are correlated, the destination average capacity can be obtained as
and
.... 
As the PLC channel is generally represented with lognormal distribution [18] , the MGF of channel (h) is [41, eq. (2.28)]
where H x i and x i are the weight factors and zeros of the N p −order Hermite polynomial, respectively, and µ h , σ h are the mean and the standard deviation of the channel h. Furthermore, the MGF of K lognormal correlated channels are given by (23) , shown at the bottom of the previous page, [42] , [43] , where Ω k is arbitrary non negative constants, c k is the (k. (24) and (25), shown at the bottom of the previous page, where 1 
Finally, the average capacity at the destination can be obtained by simply substituting (24) and (25) into (17) .
B. AVERAGE EAVESDROPPER CAPACITY
Similarly as in the previous section, the average capacity at the eavesdropper can be derived here. We begin by rewriting (9) as
|h re | 2 . Now, using (13) and (16) and based on the fact that χ , S and C are correlated, the average capacity at the eavesdropper can be expressed as (27) where p e,0 = (1 − p e ) , p e,1 = p e . The M S, ϒ i , C l (z) can be given by
As in (25), M S, ϒ i , C l (z) can be given by
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Now by substituting (30) and (31) into (27), we get the average eavesdropper capacity. Finally, substituting (17) and (27) into (10) yields the average secrecy capacity of the proposed system.
According to the best of the authors knowledge, these expressions of E [C d ] and E [C e ] are the simplest expressions for the average capacities. Furthermore, to more clearly highlight the effect of various system parameters, Gaussian Quadrature rule can be straightforwardly applied. For instance we can write (17) and (27) as in (33) and ( 
IV. SECRECY OUTAGE PROBABILITY
The secrecy outage probability is defined basically as the probability that the secrecy capacity falls below a certain threshold value, R, and can be mathematically given as
The secrecy outage probability can be written as in (36) , as shown at the top of this page.
It should be stressed that the secrecy outage in this work means that in an ensemble of networks we do not offer a certain secrecy rate. In this section, for simplicity we assume that, the source relay channel h sr is independent of the other channels, as adopted in [29] and [37] . In addition, in order to make the analysis clearer we study one case, when there is no impulsive noise. 1 Therefore,
1 Numerical results for the exact secrecy outage probability will be presented in the numerical results section.
where υ = 2 2R . Substituting (14) and (26) into (37) yields
By substituting χ = X Θ and Υ = Y Θ, where Θ =
we can write the secrecy outage probability now as
By conditioning on C, S and W , P out can be written as in (41) , as shown at the top of this page, which can also be expressed as
whereF X (.) is the complementary cumulative distribution function (CCDF) of the random variable X , f (s, c, w), is the joint PDF and
Since X , S, C and W have log-normal distributions, i. e., X
h re , and
, the CCDF of X and the joint PDF f (s, c, w) can be written as in (44) and (45), as shown at the top of this page, respectively [37] , [45] , [46] , where h = [S, C, W ] T , µ h is the mean
(48) 
As a consequence, the integration in (42) reduces into double integration
and the joint PDF f (s, c) can now be written as
where A = (ln (s) − µ s ) /σ s , B = (ln (c) − µ c ) /σ c , while µ and σ 2 are the mean and the variance of the natural logarithm of S and C and ρ is the correlation factor. Substituting (44) and (47) into (46) we can find the secrecy outage probability in this case as in (48) . Similarly, in order to get a simple closed form for the secrecy outage probability, Quadrature rule can be straightforward applied, as in (49), where s ϕ , c and ω ϕ , ω are the ϕ th , th abscissa and weights of the Laguerre polynomial.
Generally, we found that the secrecy performance of the proposed system above is still somewhat limited (see the numerical results section). Therefore, we look at ways to further improve the secrecy of the proposed system. One way of doing this is by considering PLC/wireless diversity which is going to be discussed next.
V. PLC/WIRELESS DIVERSITY
It is known that the utilization of parallel PLC and wireless links can considerably enhance the network capacity, this scheme is considered in the literature, for instance [47] - [49] . PLC/wireless diversity provides two links, PLC and wireless; increasing the number of communication links enhances the system performance since only the eavesdropper receives jamming signals through the two links, while the destination does not. Therefore, in this section we analyze the secrecy capacity of such networks with the objective to achieve efficient use of parallel transmission channels. The considered coding diversity for PLC/wireless transmission is shown in Fig. 2 where the output of the encoder is de-multiplexed and then transmitted over different channels. Therefore, the source transmits two signals over two independent links, PLC and wireless. Cooperative diversity gains over Rayleigh and Log-normal channels considered in details in [50] - [52] .
In this configuration, the capacity at the destination and the eavesdropper can be given, respectively, as [47] , [48] 
where the superscripts {w} and {p} denote the capacities for the wireless and PLC links, respectively. Therefore, the average secrecy capacity can now be simply written as 
A. WIRELESS AVERAGE DESTINATION CAPACITY
The average capacity at the destination for the wireless link also can be found by using (14) and (16) 
In this case the MGFs of W and X are given by
where K N (.) is the N th order modified Bessel function of the second kind [54] , then we can find M Y , W (z) and
for the wireless system as given by (56) and (57), as shown at the bottom of this page. Finally, the wireless average capacity at the destination can be obtained by simply substituting (56) and (57) into (53), as in (58), as shown at the bottom of this page.
expressions for the wireless average capacities; in order to more clearly highlight the effect of various system parameters, Gaussian Quadrature rule can be straightforwardly applied as in (63) and (64) , respectively, where z and ω are the th abscissa and weight, respectively, of the nth order Laguerre polynomial, tabulated in [44, eq. (25 .4 .45) ].
Finally, substituting the PLC and wireless average capacities into (52) yields the overall average secrecy capacity of the proposed PLC/wireless system.
A MIMO-PLC scheme can also be employed to further improve the security of PLC systems. The cooperative jamming technique proposed in this paper for SISO system can be extended for the MIMO case where each legitimate receiver transmits different jamming signal over its channel (wire) in the first cooperative phase, and in the second phase all the legitimate receivers can cancel out the self back-interference, taking into account the high degree of correlation among the channels. 2 Below we present and discuss some numerical examples for the derived expressions above.
VI. NUMERICAL RESULTS
In this section, we present numerical results for the average secrecy capacity and the outage probability. Monte Carlo simulations are also provided to verify our analysis. The correlation between the channels is shown to follow the exponential model [46] . Therefore, the covariance matrix is given by
where L number of the correlated channels. In addition, in order to characterize the power line attenuation, we adopt the model reported in [4] in which attenuation increases exponentially with distance, given by exp (−α d), where α = a o + a 1 f k is the attenuation factor, a o and a 1 are constants determined from measurements, f is the frequency and k denotes the exponent of the attenuation factor. The system parameters adopted here, unless clearly stated otherwise, are as follows: k = 0.7, f = 500 KHz [4] , [37] , [46] . Furthermore, for fairness sake, the impulsive noise probability of 
A. AVERAGE SECRECY CAPACITY
In this subsection, we examine the average secrecy capacity of the proposed system. In order to illustrate the impact of the artificial noise power and the relay gain on the system security, we present in Fig. 3 a 3D surface plot for the average secrecy capacity versus P n and G when the input SNR = 25 dB, SINR = −10 dB, p = 0.001, P s = −3 dBW, σ 2 rs = −30 dBW, ρ = 0.6, a 0 = −2.03 × 10 −3 , a 1 = 3.75 × 10 −7 and d 1 = d 2 = d 3 = 10 m. It is obvious that the analytical results, obtained from (10) , and the simulated ones are matching. As anticipated, it can be seen that the system secrecy capacity enhances significantly with increasing the jamming signal power and/or the relay gain. It is also worthwhile highlighting that the absence of the artificial noise, leads to zero secrecy capacity. This is justified by the fact that when there is no artificial noise, C d will be less than or equal to C e , which consequently results in zero secrecy capacity. Now, to explore the impact of the correlation factor ρ on the system performance, the average secrecy capacity is plotted in Fig. 4 with respect to the input SNR for ρ = 0.3, 0.6 and 0.9 when P s = −3 dBW, P n = −3 dBW, we can see the intuitive result that increasing the input SNR implies enhancing the secrecy capacity. However, the system can always be made more secure with increasing the correlation factor ρ. This is because, there is no impact from the correlation on the signal to noise ratio at the destination and the average capacity at the destination is almost equal for each value of ρ, which is not the case at the eavesdropper; hence the lowest correlation factor gives highest capacity.
B. SECRECY OUTAGE PROBABILITY
In this subsection, we present some numerical examples for the secrecy outage probability expression derived above for the PLC-alone system. The exact and the approximation results of the probability are shown in Fig. 5 as a function of the threshold values of the secrecy rate, R, for different values of the source power. The power line channel features adopted in this investigation are a 0 = −2.03 × 10 −3 , a 1 = 3.75 × 10 −7 , k = 0.7 and the noise values are chosen as P n = −3 dBW, input SNR = 25 dB, SINR = −15 and The one important observation that can be seen from this figure is that increasing the source power will always reduce the secrecy outage probability.
C. SOURCE POWER, EAVESDROPPER LOCATION AND CODING DIVERSITY
We now examine the effect of the PLC/wireless coding diversity, source power and the eavesdropper location on the average secrecy capacity of the proposed systems. Fig. 6 illustrates the average secrecy capacity of the PLC/wireless and PLC-alone systems as a function of the source power P s for different values of the distance between the relay and the eavesdropper d 3 . The results in this subsection are based on the following P n = −7 dBW, G = 1, d 1 = d 2 = 100 m and the cable attenuation parameters for the power line channel are a 0 = 9.4 × 10 −3 , a 1 = 4.2 × 10 −7 and k = 0.7 [4] . It is interesting to note that the average secrecy capacity of the PLC/wireless system has always better performance than that of the PLC-alone scheme and this enhancement becomes more pronounced as P s becomes E C {w} d larger. We can see clearly the secrecy gain provided by the PLC/wireless scheme; for instance, at P s = 0 dBW , there is about a 0.6 bits/s/Hz secrecy capacity gain when d 3 = 200m and becomes around 0.5 bits/s/Hz for d 3 = 100m. In addition, it is evident that when the eavesdropper becomes closer to the relay, the system becomes less secure in both schemes; however, the system security improves as the eavesdropper moves away from the relay.
VII. CONCLUSION
In this paper we considered the application of physical layer security in cooperative PLC networks employing a jamming technique for protection against eavesdroppers. We analyzed the system performance in terms of the average secrecy capacity and secrecy outage probability for various system set ups, including PLC/wireless diversity coding. The accuracy of the analytical results was validated with Monte Carlo simulations. The results provided an insight into the relationship between the secrecy performance of cooperative PLC systems, artificial noise power, relay gain and correlation factor, as well as PLC/wireless coding diversity.
